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Introduction 

The enclosed HIPAA Privacy Guide is brought to you courtesy of Melita.  As a client of Melita you have 
access to an array of benefit and HR related resources. 
 
Our team is committed to providing valuable tools and content to help you efficiently manage your HR 
function.  Should you have any questions about the HIPAA Privacy Guide, please contact HR Services at: 
 
 Virtual HR Manager (VHRM) Email Support:   hrservices@melitagroup.com 

 
 VHRM Help Desk:                                     408-882-0800 or 800-986-6660      

Option 3 
 
Although one of the objectives of the HIPAA privacy rules is to provide clarity as to what policies and 
practices must be in place, there is some ambiguity and uncertainly as to exactly what employers who 
sponsor group health plans must do.  With that in mind, this HIPAA Privacy Guide has been prepared to 
assist employers with HIPAA privacy compliance, based on available information at the time this 
resource was updated. 
 

http://www.melitagroup.com/
http://www.melitagroup.com/
mailto:hrservices@melitagroup.com
mailto:hrservices@melitagroup.com
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Overview 

What is HIPAA? 
 
In 1996, the United States Congress enacted a federal law called the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA).  HIPAA is a wide reaching piece of legislation that extends beyond 
the scope of the HIPAA Privacy Guide.   
 
Employers will generally be concerned with portability (including special enrollment and 
nondiscrimination) and administrative simplification (including privacy and security).  The primary 
purpose of the portability provisions of HIPAA is to allow individuals to qualify immediately for 
comparable health insurance coverage when they change to a new employer and/or add new family 
members to an employee’s coverage.  The administrative simplification provisions are intended to 
reduce health care costs by setting standards for electronic processing of health care transactions while 
also protecting the privacy and security of health information. 
 
HIPAA privacy is governed by the Department of Health and Human Services (HHS) with the Office for 
Civil Rights (OCR) dedicated to overseeing the administration and enforcement of privacy regulations.  
The structure is represented as: 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Portability 
(also regulated by the 

Internal Revenue 
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Rights 
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http://www.irs.gov/
http://www.dol.gov/
http://www.cms.gov/
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The key categories of HIPAA are defined as:  
 
 Portability 

Enhances the portability of an individual’s health care coverage by limiting the application 
of preexisting condition exclusions, by requiring special enrollment for certain individuals 
who previously turned down group health plan coverage, lost eligibility, added a 
dependent, became eligible for a Medicaid subsidy, etc., and by prohibiting discrimination 
based on health status. Note, however, that post-Affordable Care Act, group health plans 
are prohibited from imposing pre-existing condition exclusions, so certain of the HIPAA 
portability protections (while still technically effective) are less relevant.  HIPAA portability 
rules deal with: (1) special enrollment procedures; (2) loss of eligibility for other coverage 
events; (3) prohibition on counting benefits received under another plan against the new 
plan limits; and (4) preexisting condition exclusions. Certificates of creditable coverage are 
no longer required due to the Affordable Care Act. 
 
Effective Date:  Implemented in 1996 and applied to all groups with final regulations published on 
December 30, 2004.  Additional final regulations were applied to health plans on the first day of the 
plan year beginning on or after July 2, 2005, which was January 1, 2006 for calendar year plans. 
 

 Administrative Simplification 
The administrative simplification provisions of HIPAA are focused on regulating the privacy and 
security of health data and also require the HHS to establish national standards for electronic health 
care transactions and national identifiers for providers, health plans, and employers.  The two key 
areas of the administrative simplification provisions are: 

 
Privacy 
Defines national standards to guard Protected Health Information (PHI) in any form – whether it is 
written, oral, or electronic.  HIPAA privacy regulations: (1) mandate  covered entities must protect 
PHI that is requested, received, stored, used, and transferred;  (2) enforce the use of Business 
Associate Agreements when PHI is outsourced for handling to a third party administrator (TPA); and 
(3) create the need for a formal Privacy Officer and detailed processes regarding managing PHI.  
There are three main focuses of the Privacy regulations: (1) administrative requirements; (2) use and 
disclosure of PHI; and (3) individual rights. 
 
Effective Date:  In effect since April 14, 2001 and applied to large groups on April 14, 2003 and small 
groups on April 14, 2004.  Final regulations applicable to health plans and business associates 
effective September 23, 2013.   

 
Security 
Intended to ensure the integrity, security, and availability of electronic health information that is 
identifiable to an individual and is stored or transmitted by electronic media.  HIPAA security 
regulations mandate plans: (1) ensure the confidentiality, integrity, and availability of all electronic 
PHI that is created, received, maintained, or transmitted; (2) protect against reasonably anticipated 
threats or hazards to the security or integrity of electronic PHI; (3) protect against any reasonably 
anticipated use or disclosure of electronic PHI that are not permitted or required by the HIPAA 
privacy rule; and (4) ensure compliance with the HIPAA security rule by the health plan’s workforce. 
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Effective Date:  Applied to large groups on April 20, 2005 and small groups on April 20, 2006.  Final 
regulations applicable to health plans and business associates effective September 23, 2013. 

 
For the purposes of this guide, Melita will be specifically addressing the privacy provisions of HIPAA and 
the general steps employers must take to comply with the law.  While this HIPAA Privacy Guide does not 
address other areas, employers are encouraged to thoroughly assess their organization for compliance 
with HIPAA portability and security regulations. 
 
The privacy provision of HIPAA was basically designed to guard the PHI of individuals and to ensure that 
employers do not discriminate against individuals based upon PHI.  This protection is in the form of  
specified policies and practices that must be implemented by employers that sponsor a health plan 
including a Health Flexible Spending Account (health FSA) plan, to the extent that they handle PHI.  
 
Refer to the Terms and Definitions resource to learn more about commonly used HIPAA terminology. 
 
Who Must Comply with HIPAA Privacy Regulations? 
 
A health plan, health care clearinghouse, or health care provider who transmits any health information 
in any form must comply with HIPAA privacy regulations.  Since employers sponsor health plans, an 
employer may be subject to some of the requirements to the extent that the employer performs health 
plan functions, and may be prohibited from receiving PHI from the health plan.  
 
Within HIPAA, there are two definitions of health plan sizes which impact compliance regulations: 
 
 Small Group 

Groups with health plan receipts of $5 million or less a year.   
 
 Large Group 

Groups with health plan receipts of more than $5 million a year. 
 
For fully insured plans, receipts are measured by premiums paid.  For self funded plans, receipts are 
measured by claims paid.  While most fully insured plans do not handle individual’s health information 
and thus are exempt from some HIPAA rules, this exemption can be lost when the employer provides 
claims assistance for individuals.  Health FSAs and similar plans are self funded and thus the fully insured 
plan exception does not apply.  This is true even if an outside party performs the plan’s administrative 
functions.  Ultimately, the employer is responsible.  Group health plans governed by the federal 
Employee Retirement Income Security Act (ERISA) law are totally exempt if they have fewer than fifty 
(50) participants and are self-administered.  The exemption is lost if the administration is outsourced to 
a third party administrator (TPA). 
 
The privacy regulations focus on PHI – this is health information that specifically identifies an individual 
and thus can affect their right to privacy.  PHI can be transmitted via written, oral, or electronic means.  
Employers must ensure PHI is protected by unauthorized access.  PHI can be created via a hallway 
conversation, in benefit forms, and other forms of day to day business.  Employers must identify their 
risks of PHI and how to address each scenario. 

http://www.melitagroup.com/
http://www.dol.gov/dol/topic/health-plans/erisa.htm
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Health information contained in employment records and obtained by the employer from the employee 
in the following scenarios is not covered by HIPAA privacy rules: 
 
 Sick leave requests; 

 
 Family and Medical Leave Act (FMLA) requests; 

 
 American with Disabilities Act (ADA) issues; 

 
 Workers’ Compensation claims; 

 
 Disability claims; and 

 
 Life insurance and Accidental Death and Dismemberment (AD&D) issues. 
 
However, PHI from a health care provider to the employer in the above situations may require the 
employee’s authorization and/or must be limited. 
 
Employers may also receive de-identified health information, summary health information for limited 
purposes, enrollment and disenrollment information, and PHI provided pursuant to a participant’s 
written authorization.  If the employer needs broader access to PHI, such as for health plan 
administration, the health plan must be amended to require compliance with the privacy rules, the 
employer must certify to the health plan that the plan has been amended, and a “firewall” must be 
established between employees who need access to PHI and those who do not. 
 
How Do I Comply with HIPAA Privacy Regulations? 
 
To determine what must be done for HIPAA privacy compliance, it is first important to determine if the 
employer is “Hands On” or “Hands Off” with PHI.  This determines the extent to which the employer will 
need to meet the HIPAA privacy requirements. 
 

Hands On Hands Off 

Self-funded with or without health 
FSA 

Fully insured without health FSA 

Self funded or fully insured with 
health FSA handled internally 

Fewer than 50 employees and health FSA is 
handled internally 

Employer provides assistance with 
claims 

No claims assistance is provided 

Handle PHI internally Redirect PHI to TPA 

Have access to any level of PHI, 
whether a lot or just a bit 

No access to PHI 

Make decisions based on 
consolidated health information 

TPA makes decisions based on 
consolidated health information 
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If attainable, the best approach, whether the employer is self funded or fully insured, is to determine 
how PHI will be handled and minimize, if not outsource, access to PHI.  Employers should conduct a risk 
analysis to determine where PHI can be found in their organization.  This approach also helps employers 
determine whether they should take a “Hands-On” or “Hands-Off” approach.   
 
Whether the employer is “Hands On” or “Hands Off”, HIPAA also prohibits employers from retaliation 
against individuals who exercise their HIPAA rights and, in most cases, prohibits asking individuals to 
waive their HIPAA privacy rights as a condition of employment. 
 
Refer to the Implementation Checklist for the “Hands On” or “Hands Off” approach, whichever may 
apply. 
 
Refer to the Resource List for recommendations of third parties that can assist with detailed HIPAA 
compliance. 
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Terms and Definitions 

HIPAA has many commonly used terms that may be new to employers.  It’s important to understand the 
below basic HIPAA terminology in order to understand HIPAA and ensure success with compliance 
efforts. 
 
Business Associate 
An individual or entity which has a contract to perform a function or activity on behalf of a covered 
entity involving the use or disclosure of PHI or IIHI, including claims processing or administration, data 
analysis, utilization review, quality assurance, billing, benefit management, and practice management.  
The individual or entity is not part of the covered entity’s workforce but can be a covered entity in its 
own right. 
 
Compliance Date 
The date by which a covered entity must comply with a standard, implementation specification, 
requirement, or modification. 
 
Covered Entity 
The Administrative Simplification standards adopted by Health and Human Services (HHS) under the 
Health Insurance Portability and Accountability Act of 1996 (HIPAA) apply to any entity that is: 
 
 a health care provider that conducts certain transactions in electronic form (called here a "covered 

health care provider");  
 
 a health care clearinghouse;  
 
 a health plan; or 

 
 an endorsed sponsor of the Medicare Prescription Drug Discount Card 

 
An entity that is one or more of these types of entities is referred to as a "covered entity" in the 
Administrative Simplification regulations 
 
Effective Date 
The date that a final rule is effective.  The date by which a covered entity must comply with a standard, 
implementation specification, requirement, or modification. 
 
Electronic Data Interchange (EDI) 
Electronic exchange of formatted data using defined and accepted industry standards. 
 
Department of Health and Human Services (HHS) 
Administrative body responsible for determining HIPAA regulations and ensuring compliance 
enforcement. 
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Fully Insured 
An individual or organization that has insurance carriers in place to assume the financial risk of paying 
for health care.  Typically, no one at the employer has access to individual health information. 
 
Health Care 
Care, services, or supplies related to the health of an individual.  Health care includes, but is not limited 
to: 
 
 Preventive, diagnostic, therapeutic, rehabilitative, maintenance, or palliative care, and; counseling, 

service, assessment, or procedure with respect to the physical or mental condition, or functional 
status, of an individual or that affects the structure or function of the body; and 
 

 Sale or dispensing of a drug, device, equipment, or other item in accordance with a prescription. 
 
Health Care Clearinghouse 
A public or private entity, including a billing service, repricing company, community health management 
information system or community health information system, and "value-added" networks and 
switches, that does either of the following functions: 
 
 Processes or facilitates the processing of health information received from another entity in a 

nonstandard format or containing nonstandard data content into standard data elements or a 
standard transaction; or 
 

 Receives a standard transaction from another entity and processes or facilitates the processing of 
health information into nonstandard format or nonstandard data content for the receiving entity. 

 
Health Care Operations 
The use of PHI is restricted by the privacy rule, except for treatment, payment, and health care 
operation activities.  Health care operations, as defined by the statute, include: 
 
 Conducting quality assessment and improvement activities; 

 
 Accrediting/licensing of health care professionals; 
 
 Evaluating health care professional performance; 

 
 Training future health care professionals; 
 
 Activities relating to the renewal of a contract for insurance; 

 
 Conducting or arranging for medical review and auditing services;  

 
 Compiling and analyzing information for use in a civil or criminal legal proceeding 

 
 Population-based activities relating to improving health or reducing health care costs, case 

management, and coordination of care; and  
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 Business planning, business management, and general administration 
 
Health Care Provider 
A provider of services (as defined in section 1861(u) of the Act, 42 U.S.C. 1395x(u)), a provider of 
medical or health services (as defined in section 1861(s) of the Act, 42 U.S.C. 1395x(s)), and any other 
person or organization who furnishes, bills, or is paid for health care in the normal course of business. 
 
Health Information 
Any information, whether oral or recorded in any form or medium, that: 
 
 Is created or received; by a health care provider, health plan, public health authority, employer, life 

insurer, school or university, or health care clearinghouse; and 
 

 Relates to the past, present, or future physical or mental health or condition of an individual; the 
provision of health care to an individual; or the past, present, or future payment for the provision of 
health care to an individual, including genetic information. 

 
Health Plan 
An entity that assumes the risk of paying for medical treatments, i.e. uninsured patient, self-insured 
employer, payer, or Health Maintenance Organization (HMO) that has (1) 50 or more participants or (2) 
is administered by an entity other than the employer that established and maintained the plan. 
 
Individually Identifiable Health Information (IIHI)  
Information, including demographic information, that relates to past, present, or future physical or 
mental health or condition of an individual that can be used to identify the individual. 
 
Large Group 
Groups with health plan receipts of more than $5 million a year. 
 
Notice of Privacy Practices (NPP) 
Formal notification given to participants that discloses how PHI will be used and disclosed, individual 
rights to PHI, and a covered entity’s obligation to protect PHI. 
 
Office of Civil Rights (OCR) 
The part of the HHS responsible for implementing and enforcing the privacy regulations within HIPAA. 
 
Organized Health Care Arrangement (OHCA) 
A clinically integrated care setting in which individuals typically receive health care from more than one 
health care provider. 
 
Plan Sponsor 
An entity that sponsors a health plan – can be an employer, union, or other organization. 
 



  HIPAA Privacy Guide 

Melita Page 12  1/1/18 
 

The above/attached information is not legal advice.  It should not be considered a legal opinion as to which laws apply or as to how any law 
applies to a particular situation.  Companies or individuals should seek advice of counsel with regards to their particular situation. The client 

assumes all responsibility for HIPAA compliance. 

 

Privacy Officer 
The person in the covered entity who has responsibility for overseeing the covered entity’s compliance 
with HIPAA regulations. 
 
Protected Health Information (PHI) 
Individually identifiable health information that is transmitted or maintained in any form or medium 
including electronic, written, and oral. 
 
Self Funded 
An individual or organization that assumes the financial risk of paying for health care. 
 
Small Group 
Groups with health plan receipts of $5 million or less a year.   
 
Third Party Administrator 
Any entity that processes health care claims and performs related business functions for a health plan. 
 
Transaction 
The transmission of information between two parties to carry out financial or administrative activities 
related to health care.  It includes the following types of information transmissions: 
 
 Health care claims or equivalent encounter information; 

 
 Health care payment and remittance advice; 

 
 Coordination of benefits; 

 
 Enrollment and dis-enrollment in a health plan; 

 
 Eligibility for a health plan; 

 
 Health plan premium payments; 

 
 Referral certification and authorization; 

 
 First report of injury; 

 
 Health claims attachments;  
 
 Electronic transactions with PHI; 
 
 Health inquiries and status reports; and 

 
 Other transactions that the Secretary may prescribe by regulation. 
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Workforce 
Employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a 
covered entity, is under the direct control of such entity, whether or not they are paid by the covered 
entity. 
 
There is an array of HIPAA related terms – the above is intended to give employers a basic introduction 
to the most commonly used terms and definitions.  Employers may also view a glossary of terms on the 
CMS web site at: http://www.cms.hhs.gov/apps/glossary/. 
 

http://www.cms.gov/
http://www.cms.hhs.gov/apps/glossary/
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Implementation Checklist – All Plans 

All Plans 

Task Recommended Action Completion 
Date 

Appoint a Privacy Officer who 
will be responsible for 
overseeing all aspects of 
privacy compliance. 

 Have individual review the Privacy Officer Job 
Description and complete the Privacy Officer 
Designation. 

 Ensure that Privacy Officer has been given all 
necessary corporate authority to carry out 
privacy compliance, including execution of 
Business Associate Agreements. 

  

Determine the way PHI is 
currently handled within the 
employer. 

Create a matrix of the following information: 

 Identify which plans are subject to HIPAA. 

 Identify who within the employer has access to 
PHI. 

 Determine how PHI is used and assess whether 
PHI is needed. 

 Determine entities outside the employer who 
create PHI. 

 Determine entities outside the employer who 
receive PHI. 

 

Decide whether the employer 
is “Hands On” or “Hands Off”. 

Refer to “Hands On” Checklist or “Hands Off” 
Checklist below as applicable. 
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Implementation Checklist – “Hands On” 

Hands On 

Task Recommended Action Completion 
Date 

Administrative Requirements 

Establish a complaint process.  Appoint a Complaint Officer.  This can be same 
person as the Privacy Officer, if needed. 

 Define process for handling HIPAA privacy 
complaints. 

 

Train employees regarding 
privacy rules. 

 Train all staff with access to PHI (typically 
HR/Benefits, Accounting, Managers, and IT 
Departments), by having them thoroughly read 
and understand all HIPAA privacy policies and 
forms in the HIPAA Compliance Binder.  Retrain 
as needed when jobs change or as HIPAA 
compliance regulations change.  

 Track the details of staff training via the Staff 
Privacy Training Tracking Log 

 Complete a Staff Training Information Sheet for 
each employee that completed HIPAA Training. 

 

Distribute and maintain a 
Notice of Privacy Practices 
(NPP). 

 Distribute a NPP to all new employees and make 
it available online. 

 If modifications are made to the NPP due to a 
change in privacy practices, redistribute NPP to 
all employees. 

 Notify current employees every three years of 
the NPP and how to obtain a copy.  Can either 
(1) send a copy of the NPP; (2) remind 
employees how to get a copy of the NPP; or (3) 
include a note in plan produced publications 
such as open enrollment materials, newsletter, 
etc.  Use the Notice of Privacy Practices (NPP) 
Announcement. 

 Make entries on the Notice of Privacy Practices 
(NPP) Version Control Log to document versions 
of NPP, when and how distributed, etc. 
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Task Recommended Action Completion 
Date 

Policies and Procedures Design and Implementation 

Establish policies regarding 
HIPAA privacy Including: 

  

 Individual HIPAA Rights  
Including individual’s 
right to inspect and 
obtain a copy of PHI, 
request amendment of 
PHI records, receive an 
accounting of disclosures 
of PHI made within last 
six years, request 
confidential 
communications, and 
restrict use and 
disclosure of PHI. 

 Review and adopt the Individual HIPAA Rights 
Policy by having the Privacy Officer sign and date 
the document. 

 

 Appropriate Uses and 
Disclosures 
Including mandatory and 
permitted disclosures of 
PHI, disclosures pursuant 
to an authorization, and 
disclosures to business 
associates. 

 Review and adopt the Appropriate Uses and 
Disclosures Policy by having the Privacy Officer 
sign and date the document. 

 

 Safeguarding PHI 
Including limiting 
employees with access to 
PHI, verifying the identity 
of those requesting PHI, 
and limiting disclosures 
to “minimum necessary”. 

 Review and adopt the Safeguarding PHI Policy by 
having the Privacy Officer sign and date the 
document. 

 

 Breach of Information  
Privacy      
Such as the sanctions for 
a breach and mitigation 
of inadvertent disclosures 
of PHI. 

 Review and adopt the Breach of Information 
Privacy Policy by having the Privacy Officer sign 
and date the document. 
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Task Recommended Action Completion 
Date 

 Non-Discrimination Such 
as retaliation for 
exercising individual 
rights, making a 
complaint, participating 
in an investigation or 
opposing an improper act 
under HIPAA. 

 Review and adopt the Non-Discrimination Policy 
by having the Privacy Officer sign and date the 
document. 

 

Establish internal procedures. Thoroughly read all policies and establish internal 
practices necessary to comply with all policies. 

 

Plan Amendments 

Amend plan documents to 
describe the permitted and 
required uses and disclosures 
of PHI by the employer, 
specify that disclosure is 
permitted only upon receipt 
by the plan of written 
certification that the plan has 
been amended as required, 
and provide for adequate 
firewalls. 

 Review plan documents of all plans subject to 
HIPAA to see whether an amendment has 
already been adopted. 

 Amend all plans subject to HIPAA, including fully 
insured plans and health FSAs by filling in the top 
portion of the Addendum to Plan Document - 
Health Plan or Addendum to Plan Document - 
Health FSA as appropriate, signing, and mailing 
to the carrier for their signature.  Once the 
signed copy is received from the carrier or 
administrator, have the appropriate 
representative sign and file. 

 

Business Associate Agreements 

Ensure Business Associate 
Agreements are in place. 

 Identify business associates including TPAs or 
consultants. 

 Review existing service agreements to see if they 
include business associate provisions. 

 Review existing business associate 
agreements/provisions to ensure they are 
compliant with the final regulations under 
HIPAA.   

 For Melita, execute two Business Associate 
Agreements with Melita by having the Privacy 
Officer sign BOTH agreements that have already 
been executed by Melita.  Fill in the “[employer 
name] Health FSA Plan” on the “Covered Entity” 
line for one agreement, and “[employer name] 
Health Plan” for the other agreement, or the 
official name of each plan, if different.  If the 
Health FSA Plan and Health Plan are “wrapped” 
in a single legal plan, only one BAA is required.   

 

http://www.melitagroup.com/
http://www.melitagroup.com/
http://www.melitagroup.com/
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 If necessary for other business associates, 
complete the top portion of the Business 
Associate Agreements and mail it to the business 
associate for signature.  Once the signed copy is 
received from the carrier, have the appropriate 
representative sign and file.    

HIPAA Security Policy  

Designate a HIPAA Security 
Officer to be responsible for 
performing a risk analysis and 
implementing HIPAA Security 
safeguards. 

 HIPAA Security Policy should address 
administrative, physical and technical safeguards 
the covered entity has in place for protecting 
electronic PHI. 

 HIPAA Security Officer is responsible for 
performing periodic risk analyses to determine 
whether the covered entity’s environment has 
changed and whether the policy should be 
updated. 

 Workforce employees within the “firewall” 
should be trained on the policies. 
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Other Recommended Practices 

 Create Privacy Team so that HIPAA tasks may be delegated.  

 Have an attorney review all HIPAA-related policies and process.  

 Separate health-related documents into benefit files from personnel files.  

 Maintain all forms, training records, tracking logs, and policies in a HIPAA 
Compliance Binder which should be managed by the Privacy Officer. 
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Implementation Checklist – “Hands Off” 

Hands Off 

Task Recommended Action Completion 
Date 

Understand HIPAA Basics.   The Privacy Officer must understand HIPAA basics to 
identify when the employer may be considered 
“Hands On” for HIPAA purposes. 

 

Establish a policy for non-
discrimination such as 
retaliation for exercising 
individual rights, making a 
complaint, participating in an 
investigation or opposing an 
improper act under HIPAA. 

Review and adopt the Non-Discrimination Policy by 
having the Privacy Officer or other authorized 
individual sign and date the document. 

 

Obtain authorizations when 
access to PHI is needed such 
as assistance with claims. 

 A signed authorization by the employee, 
specifying the scope, purpose, and termination 
of disclosure of PHI to the employer must be 
obtained in all but limited cases (carrier forms 
may be used).  

 If regular access to PHI is needed, reconsider 
whether or not to be “Hands On”. 

 

Other Recommended Practices 

 Separate health-related documents into benefit files from personnel files.  

 Continue to monitor the “Hands On” and “Hands Off” criteria.  If the employer 
becomes “Hands On”, refer to applicable Implementation Checklist. 
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Compliance Binder Set-Up Recommendation 

In order to have an organized approach to maintaining HIPAA materials, it is recommended employers 
create a centralized HIPAA Compliance Binder with the below sections to maintain all HIPAA related 
material. 
 

Employer ABC HIPAA Compliance Binder 

 
Checklist 
Section 

 
Policies 
Section 

 
Forms 

Section 

 
Records 
Section 

 

 
The HIPAA Compliance Binder should be maintained by the Privacy Officer – typically, Human Resources 
will provide the Privacy Officer with updated information to store. 
 
Employers should maintain HIPAA records for six years from the date records were last in effect or 
created, whichever is later. 
 
Refer to the Forms Guide for the “Hands On” or “Hands Off” approach, whichever may apply. 
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Forms Guide 

The following forms are provided for customization and use by employers in order to support HIPAA 
compliance efforts. 
 

Form Purpose 

Appropriate Uses and Disclosures Policy For staff who access PHI. 

Breach of Information Privacy Policy For staff who access PHI. 

Business Associate Agreement Signed by third parties handling PHI on covered 
entity’s behalf – includes specific language to 
obligate business associates to protect PHI shared 
by the covered entity in order to accomplish the 
services – they may not be required to comply with 
HIPAA themselves.  Includes cover letter template. 

Addendum to Plan Document - Health FSA Plan Formal plan document addition for those with 
health FSA plans. 

Addendum to Plan Document – Health Plan Formal plan document addition for those with 
health plans. 

Individual HIPAA Rights Policy For staff who access PHI. 

Non-Discrimination Policy Protects people who exercise HIPAA rights. 

Notice of Privacy Practices (NPP) Overall rights of individuals and disclosure on how 
PHI is used. 

Notice of Privacy Practices (NPP) 
Announcement 

Sample reminder to use for participants. 

Notice of Privacy Practices (NPP) Version 
Control Log 

Track various versions of the NPP. 

Privacy Officer Designation Identifies employer representative for managing 
HIPAA compliance. 

Privacy Officer Job Description Details HIPAA responsibilities for the Privacy 
Officer. 

Safeguarding PHI Policy For staff who access PHI. 

Staff Privacy Training Tracking Log Track compliance for those who access PHI. 

Staff Training Information Sheet Track progress of HIPAA compliance for each 
employee or workforce member. 

 
The above is not intended to be a full list, employers may find the need to use other HIPAA related 
forms. 

http://www.melitagroup.com/documents/HIPAA_Appropriate_Uses_and_Disclosures_Policy_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Breach_of_Information_Privacy_Policy_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Business_Associate_Agreement_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Addendum_to_Plan_Document_Health_FSA_Plan_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Addendum_to_Plan_Document_Health_Plan_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Individual_HIPAA_Rights_Policy_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Non_Discrimination_Policy_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Notice_of_Privacy_Practices_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_NPP_Announcement_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_NPP_Announcement_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_NPP_Version_Control_Log_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_NPP_Version_Control_Log_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Privacy_Officer_Designation_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Privacy_Officer_Job_Description_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Safeguarding_PHI_Policy_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Staff_Privacy_Training_Tracking_Log_3_2013.doc
http://www.melitagroup.com/documents/HIPAA_Staff_Training_Information_Sheet_3_2013.doc
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Resource List 

The following resources provide employers with additional information as they review their HIPAA 
obligations and next steps for compliance purposes. 
 
 Seyfarth Shaw LLP - Ben Conley 

ERISA and employee benefit attorneys 
www.seyfarth.com  
bconley@seyfarth.com  
(312) 460-5228 

233 S. Wacker Drive 
Chicago, IL 60606 

 
 Department of Labor (DOL) 

Official web site 
http://www.dol.gov/ebsa/newsroom/fshipaa.html 
 

 Centers for Medicaid and Medicare Services 
Official web site 
General information: http://www.cms.hhs.gov/HIPAAGenInfo/01_Overview.asp#TopOfPage 

 
 Department of Health and Human Services (HHS) 

Administrative body responsible for determining HIPAA regulations and ensuring compliance 
enforcement 
General information: http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html  

 
The resources listed above are not employees, contractors, or representatives of Melita.  Melita will not 
be held liable for an employer’s contact or work with these vendors.  The relationship is between the 
employer and the vendors directly and independent of Melita. 

http://www.seyfarth.com/
mailto:bconley@seyfarth.com
http://www.dol.gov/ebsa/newsroom/fshipaa.html
http://www.cms.hhs.gov/HIPAAGenInfo/01_Overview.asp#TopOfPage
http://www.hhs.gov/ocr/privacy/hipaa/understanding/index.html
http://www.melitagroup.com/
http://www.melitagroup.com/
http://www.melitagroup.com/

